HNudopmaunonnasi namMaTKa Ui 00y4aomuxcs JAJs pa3MenieHus
Ha opunmnaabHbIX UHTEpHET-pecypcax

C KaxIpIM T0JIOM MOJIOJIC)KHA B UHTEPHETE CTAHOBUTHLCS OOJIBIIE, a ITKOJBHUKH OJTHU W3
CaMbIX AaKTHBHBIX ITOJb30BaTenel Pynera. Mexay TeM, MOMHMO OrPOMHOTO KOJMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECeT U MpoOjemMbl. DTa maMsITKa J0JDKHA NMOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CECTH.

Komnvromepuvie supycoi

KoMnbroTepHbIi BUPYC — 3TO pa3HOBHUIHOCTH KOMIBIOTEPHBIX IPOTrpamMM, OTIUYUTETHHON
O0COOEHHOCTBIO KOTOPOI SIBJIAETCSI CIIOCOOHOCTb K PAa3sMHOXKEHHIO. B nonojHeHue k 3TOMY,
BHUPYCHI MOT'YT MOBPEJUTH WM MOJHOCTHIO YHUUTOXKUTH BCe (Daiiiibl U TaHHBIE, TIOJJKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHH KOTOPOro ObLIA 3aIlyleHa 3apaXXEHHas IPOrpamMmMa, a TAKKe MOBPEINUTh
WM JJa)Ke YHUUYTOXKUTh OINEPAIIMOHHYIO CUCTEMY €O BceMHM (haiiamu B 1ienoM. B OosblmHCTBE
CJIy4aeB paclpOCTPAHSIOTCS BUPYChl YEPE3 UHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yit coBpeMEeHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOUINE CEPbE3HBIA YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IPOTPamMM;

2. TlocrossHHO ycTaHaBiHMBail madTd (MU(GPOBBIC 3aIUIATKH, KOTOPBIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCS C LEJIbI0 JOPAOTKH MPOrpaMMbl) U Apyrue OOHOBIIEHHS CBOEH
omnepanoHHoi cucteMbl. CkauynBail UX TOJIBKO ¢ OHUITMATBLHOTO caiTa pa3paboTdyunka
OC. Ecnu cymiecTByeT pekMM aBTOMAaTHYECKOTO OOHOBIICHHS, BKITFOYH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEPE O]l MpaBaMU MOJIb30BATeNs, a HE aJJMUHUCTpATOpa.
3T0 HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPAMM HHCTAJUIUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHUPYCHBIE MTPOTrPAMMHBIE MPOIYKTHl U3BECTHBIX MPOU3BOJUTENEH, C

aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

Orpanuyb QU3NYECKUI JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHME HOCUTENIN MHPOPMAINK, TaKue Kak (hielika, TUcK Uiy daiin us
WHTEPHETA, TOJIbKO U3 MPOGEPEHHBIX HICTOYHUKOB;

7. He oTkpbiBail KOMIBIOTEpHbIE (Daliybl, MOJY4YEHHBIE M3 HEHAAEKHBIX HCTOYHUKOB.
Jaxe Te aiisbl, KOTOphIE MpHUCTAT TBOW 3HAKOMBIA. Jlydine yTroyHu y Hero,
OTMPABJISUI JIK OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 910 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHn, Mapka. Emie
B 1991 rony Hunepnanackas kommanus 3aperucrpuponana Openn « WECA», uto o6o3Havano
cioBocouetanue «Wireless Fidelity», koTopblii mepeBoanTCS Kak «6eCIpOBOIHAS TOUHOCTH.

Jlo Hamiero BpeMeHM Jolia jpyras aOOpeBuaTypa, KoTopas sIBISETCS TaKoW ke
TexHoJyiorueil. 9to abopeBuatypa « Wi-Fi». Takoe Ha3BaHHEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIMi 3ByKOoBOM TexHUKH Hi-Fi, uTo B mepeBojie 03HauaeT «BBICOKAS TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(pe, OTCIX U as3ponopTax ABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXO/JIld B UHTCPHCT. Ho muoOrme OKCIICPTHI CYUTAKOT, UTO O6H.[C,Z[OCTyHHLIC Wi-Fi

CETHU HE SBJISIOTCS 0€30IaCHBIMH.

Cosetsl 110 Oe30macHOCTH padoTe B 00mmea0CcTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBorwo nuuHyro uH(popmanuio depe3 obmiemoctynasie Wi-Fi cetu.
PaboTas B HUX, KeJlaTeIbHO HE BBOJHUTD IAPOJIH IOCTYIIA, JJOTHHBI M KaKue-TO HOMEpa,
Hcnonb3yit 1 0OHOBIIANM aHTUBUPYCHBIE MPOTPaMMBbI M OpaHaMayep. Tem caMbIM ThI
o0e3omacuiib cedst OT 3aKaYyKu BUPYCa Ha TBOE YCTPOICTBO;

[Ipu ucnonp3oBanun Wi-Fi otkmoun ¢dynknuo «OOmmii goctyn k Qaiinam u
npuHTtepam». JlaHHas QyHKUMA 3aKpbiTa [0 YMOJIYaHUIO, OJHAKO HEKOTOpBIE
MOJIb30BATEN AKTUBUPYIOT €€ /ISl yA00CTBa UCTIONIb30BaHus B paboTe mim y4eoe;

He ucnonesyit nyonuunsii WI-FI nns nepenaun Ju4HBIX JaHHBIX, HallpUMEp VIS
BBIXO/Ia B COI[UAJIbHBIE CETU WJIU B AJIEKTPOHHYIO IIOUTY;

Nnons3yit Tosbko 3amuiieHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-anapeca BBoAM UMEHHO «https://»;

B wmoOmnbHOM Tenepone otkmoun  dynkiuio  «[lomkimrouenne k- Wi-Fi
aBToMarnueckw». He nomyckail aBTOMaTH4eCcKOro MoIKIIOUYEHUs] YCTPONUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COIzﬂlel]leble cemu

ConuanbHble CETH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOAU Pa0OTAIOT U KUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MMIUIHMAp] YEIOBEK, YTO SIBJISIETCS OJHOM
celbMOM Bcex KHUTelell MiaHeTbl. MHorue mnosib3oBaTeld HE MOHMMAIOT, 4TO HH(OpMarus,
pa3MelieHHasl UMU B COIIMAJIbBHBIX CETSAX, MOXKET ObITh HalJIeHa U HCI0JIb30BaHa K€M YTOJHO, B
TOM YHCJIE HE 0053aTENIbHO ¢ OJaruMu HaMEepEeHHSIMU.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B COoHaJIbHBIX CETAX:

1.

2.

Orpannup CHHUCOK Jpy3ei. Y TeOsi B APY3bAX HE JODKHO OBITH CIy4alHBIX W
HE3HAKOMBIX JTIOCH;

3amuiai CBOI YacTHYIO XKW3Hb. He ykaspiBail mapoiu, TenedoHbl, aapeca, AaTy
TBOETO POXACHUS U APYryl0 JUYHYI0 HH(OpManuio. 3I0YMBIIIJICHHUKA MOTYT
WCIOJIb30BaTh Jaxke MH(OpPMAIHMIO O TOM, KaK Thl U TBOU POAMTENHU ILIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3aimuiiail CBOIO peryTaiuio - Iep>Ku ee B UUCTOTE U 3aJlaBail cebe BOmpoc: XOTel Obl
ThI, 4TOOBI APYrue MOJIb30BATEIN BUJEIHU, YTO ThI 3arpyxkaeuisb? [lomgymail, mpexzae
YeM UYTO-TO OMyOJIMKOBaTh, HAITUCATh U 3arPYy3UTh;

Ecnu TbI roBOpHILIB C TIOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS
U JAPYryIo JIMYHYIO0 UH(pOpMAIK: UMS, MECTO )KUTEIbCTBA, MECTO YueObl U Mpoyee;
N30beraii pazmemienus ¢potorpaduii B lHTepHETe, T11e Tl U300paKeH Ha MECTHOCTH,
10 KOTOPOH MOYKHO OTPEIENIUTh TBOE MECTOIIOI0KECHHE;

[Ipu peructpaiuu B COIHMAIBHON CETH HEOOXOIMMO UCIOIH30BAThH CII0KHBIE TTAPOJIH,
cocrosiue U3 OyKB ¥ HUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

Jljis conanbHOM CeTH, MOYTHl U APYTUX CAaWTOB HEOOXOJAMMO HCIONb30BaTh Pa3HbIE
naponu. Toraa eciau Te0s1 B3IOMAIOT, TO 3I0YMBIIIICHHUKY MOTY4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

Dnexmponnvle OeHveu

aﬂeKTpOHHLIe ACHBI'M — OTO OYCHb y')IO6HI:>II7I cIoco0 HHaTe)Keﬁ, OJJHAKO CYIICCTBYIOT
MOUICHHUKHU, KOTOPBIC XOTAT HOJYYUTDb 9TU ACHBI'U.

aﬂeKTpOHHLIC JACHbI' MOABUINCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'0O BO MHOI'MX
rocyaapCrBax 10 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccun sxe oHM (YHKITMOHHUPYIOT M O HUX YK€ MPOTIMCAHO B 3aKOHE, TJIE UX Pa3AeisioT
Ha HECKOJIBKO BUJIOB — aHOHUMHbBIE U HE aHOHMMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss MPOBOAUTH Olepanud 0e3 UACHTHU(HKAIMKA I0JIb30BaTeNs, a B
HEaHOHUMHBIX UICHTH()UKALINY TIOJIb30BATEINS SABISIETCS 0053aTEIbHOM.

Taxxe cnexyer pa3nuyarh 3JI€KTPOHHbIE (pMATHBIE JIEHBI'M (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu K c4eTy MOOMJIBHBINA TesneoH. DTO caMblil YIOOHBIH U OBICTPBINA CIOCOO
BOCCTAHOBHTBH JOCTYN K cueTy. llpuBs3aHHBINA TenedOH MOMOXKET, eciau 3al0yaenb
CBOM MUIATEKHBIN MApOJIb WIIA 3alI€IIb HA CANT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcmons3yii oqHOpa3zoBkie maposy. [locite mepexoaa Ha YCHIICHHYIO aBTOPU3aIINI0 TeOe
y>Ke He OYJIeT yrposKaTh OMACHOCTh KPaXKH WJIM IiepexBarta IIaTeKHOTO MMapoJis;

3. BwiGepu cioxHbIi mapoib. [IpecTymamkam OyaeT HE MPOCTO yraJaTh CIIOKHBIN
napoib. HanexHsle mapoau — 3To maposiu, KOTOpble COIEpPKaT He MEeHee § 3HAaKOB U
BKJIIOUYAIOT B ce0sl CTPOYHBIE U MPOIMUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe Kak 3HaK JoJiiapa, PyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CaliTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNEeKTpOHHAs MT0YTa — 3TO TEXHOJOTHSI M MPEOCTABIISIEMBIC €F0 YCITYTH 110 TIEPECHIIKE U
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIECHUH, KOTOPBIC PACIPEICNISIOTCS B KOMITBIOTEPHOW CETH.
OO0BIYHO AIIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obpazom:
UMsI_TIOJIh30BaTEIsA(@WUMS_JIOMEHA. Takke KpoMme Tepenadd IMPOCTOro TEKCTa, HNMEETCs
BO3MOJKHOCTH TIepe/iaBaTh (aiibl.

OcCHOBHBIE COBETHI IO O€30TaCHOM PadOTEe C AMEKTPOHHOMN MOYTOM:

1. Hano BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEpPBUC. B HHTEpHETE €CTh OTPOMHBINM BBIOOD
OecIJIaTHBIX MTOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPATH TEM, KOTO 3HAelIb U KTO
MEePBBI B PEUTUHIE;

2. He yka3piBaii B TUYHOU mouTe JU4YHYyI0 uWHpopmaruio. Hampumep, sydiie BIOpaTh
«MY3BIKQIbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonb3yii IByXdTanmHy0 aBTOPU3ALMIO. DTO KOTJIa TOMUMO Maposis HY>KHO BBOJIUTH
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BeiOepHu CIOXHBIM Mapoib. [ KakIOro MOYTOBOTO SIIMKA JIOJDKEH OBbITh CBOM
HaJIeXKHBIM, YCTOMUMBBINA K B3JIOMY N1apOJib;

5. Ecnu ectb BO3MOXKHOCTh HamMcaTh CaMOMY CBOM JIMYHBIH BOMPOC, UCHOIB3YH 3Ty
BO3MOXKHOCTb;

6. Hcmonb3yili HECKOJbKO IMOYTOBBIX SIIMKOB. [lepBbIi i1 YacTHON MEPENUCKH C
ajgpecataMH, KOTOPbIM Tbl JIOBEpsiellb. JTO OJJIEKTPOHHBIA aapec He HaAo
WCIOJIb30BaTh MIPH PErUCTpaluu Ha popyMax u caifTax;

7. He oTkpbiBail (haitiibl U Ipyrue BIOKEHH B MUChMaX J1a)Ke €CJIM OHU MPUIILTH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TU (haiibl;

8. Tlocne oxoHuaHusi pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAIKHU C CAUTOM
He 3a0y1p HaKaTh Ha «BeIATHY.
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Kubepbynnune unu supmyanvHoe uz0e8amenbcmeo

KubepOymnuHr — TpecieioBaHuEe COOOICHUSIMH, COJEPKAIIUMU  OCKOPOJICHHSI,
arpeccuio, 3alyruBaHKe; XyJIUTaHCTBO; COIMAIbHOEC OOMKOTHPOBAHHME C MOMOIIBIO Pa3IMUHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1.

N

o

He Opocaiicst B 60ii. Jlyummii crmoco0: mocoBEeTOBATHCS Kak ce0sl BECTH M, €CITH HET
TOr0, K KOMY MOKHO OOpaTuUThCS, TO BHayalle YCHOKOUThbCS. Eciu Thl HayHellb
OTBEYATh OCKOPOJICHUSIMH HA OCKOPOJICHHS, TO TOJBKO €IIe OOJIbIIE Pa30XIKellb
KOH(QJIUKT;

VYnpasinsii cBoeil kubeppenyranuei;

AHOHMMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

He crout BecTun Xynuranckuii 00pa3 BUpTyalbHOM kU3HU. VIHTepHET Qukcupyer Bce
TBOU JICHCTBUS U COXPAHSET UX. Y IaTUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;
Co0mroail cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit equHuuHbIi Heratu. OJHOpPa30Bble OCKOPOUTEIbHBIE COOOLICHUS JTyUIIe
urHopupoBaTh. OObIUHO arpeccus MPeKpalaeTcsi Ha Ha4aJbHOM CTaauu;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOITIEHUSIMU, B COITMATBHBIX
CeTSIX €CTh BO3MOJKHOCTb OJIOKMPOBKHM OTIPaBKU COOOLIEHUI C OMNpeeeHHBIX
aJpecoB;

Eciu Te1 cBugerens kubOepOysuivHra. TBOW JOEHCTBUSA: BBICTYHNHUTH IPOTUB
IpecieaoBarens, IOKa3aTb €My, YTO €ro JEHCTBUSA OLEHUBAIOTCA HETaTUBHO,
NOJJEPKATh KEPTBY, KOTOPOH HyKHA ICHXOJOTMYecKas IOMOIb, COOOLIUTH
B3pOCIBIM O (PaKTE arpecCUBHOTO MOBEACHUS B CETH.

Mobunvusiit meneghon

CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCIbIN (PyHKIIMOHAT,
U Temnepb OHU MOTYT KOHKYpUPOBaTh CO CTAallMOHAPHBIMH KommbioTepamu. OJHAKO, CPEICTB
3aIUTHI AJ1s TOJOOHBIX YCTPOMCTB MMOKa OYEHb Masio. TeCTUPOBaHUE U TIOUCK YA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK HHTEHCUBHO, Kak /st [1K, To jxe camoe kacaercs 1 MOOUITBHBIX MTPHIIOKEHUH.

CoBpeMeHHBIC MOOMIIBHBIC Opay3ephl yXKe MPaKTUYECKH JTOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHaKO pacimpeHue (yHKIMOHAIa BIe4eT 3a CO0O0H OOJIBIIYI0 CIOKHOCTh U MEHBIIYIO
3aIUIIEHHOCTD.

[[aneKo HC BCC IPOU3BOJUTCIIN BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKPbIBAIOIIHUEC KPHUTHUYCCKUC
YA3BUMOCTHU UIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETBI JJIsL 0€30IMacCHOCTH MOOHILHOTO TeJ'Ie(I)OHaZ

1.

ok w

Huuero He siBisieTcst no-HacTosieMy 6ecriaaTHbIM. byb 0cTOposkeH, Beb Koraa Tede
IpeularaloT OecIulaTHBI KOHTEHT, B HEM MOTYT OBbITb CKPBITHI KaKHWe-TO IUIATHbIE
YCIIyTH;

Hymaii, npexe yem otrpaButh SMS, ¢oTo i Buaeo. Thl TOYHO 3HAENIb, TJ€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 11 MOOWJIBHBIX TeNe(OHOB;

He 3arpyxail npuioxeHus 0T HEU3BECTHOIO UCTOYHUKA, BEb OHU MOTYT COAEPKATh
BPEJOHOCHOE NIPOrpaMMHOE 00ECIIEUEHUE;


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

6. Ilocme Toro xaxk THl BBIMJCIIb C CaiiTa, I'/ie BBOAWI JHYHYIO MH(POPMAILNIO, 3211 B

HacTpoiiku Opay3epa u yaamu cookies;

[leprnoanvecku mpoBepsl KaKue IUIATHBIE YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. aBaii cBoii HOMEp MOOMIBHOTO TenedoHa TOIBKO JIIOJSAM, KOTOPBIX Thl 3HACIIb M
KOMY JIOBEpsICIIb;

9. Bluetooth momxkeH OBITh BBIKIIOYEH, KOT/Ia ThI UM HE MOJb3yemrbcs. He 3a0biBaii
WHOT/1a TIPOBEPSATH 3TO.

~

Online uepul

CoBpeMeHHbIE OHJAMH-UIPBl — 3TO KpPACOYHbIE, 3aXBaThIBAIOIIUE pa3BJICUYCHUS,
00BEAMHSIOMINE COTHU THICAY YEJIOBEK M0 BceMy MUpY. VIrpoku uccienytoT NaHHbBI UM Mup,
00LIAI0TCS IPYT € APYrOM, BBITIOJHSIOT 33JaHUs, CPAXKAIOTCS C MOHCTPAMU U MOJIy4aroT OMBIT. 3a
YI0BOJIBCTBHE OHHU IIATAT: MOKYNAIOT UCK, OMJIAUYMBalOT aDOHEMEHT WX NMPUOOPETAIOT KaKkue-
TO OTIUH.

Bce a1t cpenctBa uayr Ha MNOAJEp)KaHWE M pa3BUTHE WIPbl, a TaKXkKe Ha caMmy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPHU3AllMH, BBIYCKAIOTCS HOBBIE MaT4H
(urdpoBkIe 3amIaTKy Ui IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO}IO6HI)IX HUrpax CTOMT OIacaTbCia HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO IMapoJisd, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOpHU3allun OONBITMHCTBA urp.

OcCHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu npyroit urpok BeaeT ceOs MI0X0 WU CO3JaeT Tebe HEMPUITHOCTH, 3a0J0KUPYH
€ro B CIHICKE UTPOKOB;

[loxamyiics agMUHHCTpAaTOpaM UWIPbl HA IIJIOXO€ TMOBEICHHME HSTOTO0 HIpoKa,
JKeJaTeabHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPUHOB;

He ykasspiBait tnunyto nHpopManuio B mpodaiisie urper;

VYBaxall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

Hcnonb3yi ciioHbIE U pa3HbIe apoJIu;

Jlasxke BO BpeMsi MIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYc. [loka Tbl urpaernib, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

No ok ow

Quiune unu Kpasca Tu4Hsblx OaHHbIX

OObIYHON Kpayked JeHer M JOKYMEHTOB CEerofHs yXe€ HHKOro He yauBufilb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEMECTHINCh B HHTEpPHET, U
MPOI0JKAOT 3aHUMATHCS «JTFOOMMBIMY JIEJIOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILUHT, IJIaBHAs LETb
KOTOPOT'O COCTOUT B MOJYy4YE€HUM KOH(UICHLMAIbHBIX JAHHBIX MOJb30BaTeNed — JIOTMHOB U
naposieil. Ha anrnuiickom s3bike phishing unraercs kak ¢umuHr (ot fishing — priGHas nosis,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecnu Tel mojo3peBaelb, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HE0OX0AMMO 3a0JIOKUPOBATh €€ M COOOIINTh aIMHUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX
CHCTEM;
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3. Hcnonw3yii crnoxHble U pa3Hble Mapoin. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4YaT JAOCTYI TOJBKO K OJJHOMY TBOEMY MPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3110MalIK, TO HEOOXOIUMO MPEAYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE

no0aBieHbl y TeOS B IPY3bSX, O TOM, 4TO TeOs B3JIOMAaIM U, BO3MOXKHO, OT TBOETrO

UMEHH OYy/IeT PacChIIAThCs CIIaM U CCBUIKH Ha (PUIITMHTOBBIE CAMTHI;

YcranoBu HagexHbIi mapois (PIN) Ha MoOWIBHEI TenedoH;

OTKIIIOYM COXpaHEHUE MMapoJst B Opaysepe;

7. He oTkpbiBaii Gpaiiisl U qpyrue BIOKESHUS B MMChMAaX Ja)Ke €CITU OHH MPHIILIIA OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTHPABIISIIM JIU OHU TeOE 3TH (Paibl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3TO HEraTUBHAS WM NMO3UTHBHas MH(poOpMalus B ceTH O Tele.
Kommnpomerupytomas uHpopMaiusi pa3MelleHHas B HHTEPHETE MOXKET CEpPbe3HbIM 00pazoM
OTpa3uThCs Ha TBOEH peanbHOU *u3HU. «l{udpoBas pemyrauus» - 3T0 TBOM MMHJIK, KOTOPBII
dbopmupyetcs u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTETbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHHE, 0COOEHHOCTH XapaKkTepa
M paccKasbl 0 OJIN3KHX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCcTKH JErKOMBICIEHHO OTHOCSTCS K MyONUKalWK JUYHOM MHPOpMauu B
I/IHTepHeTe, HEC IMIOHUMast BO3MOXKXHBIX HOCHeJICTBI/Iﬁ. TrI JaXXE€ HE CMOXKCIIB J0raaTbCAa O TOM, UTO
dboTorpadus, pazMeleHHas 5 JIeT Ha3a/, cTajla IPUYMHON OTKa3a MPUHSTH TeOs Ha paboTy.

KommenTapum, pasmenienne TBOuX Gotorpaduii 1 Ipyrue AeUCTBUS MOTYT HE HCUE3HYTh
Jla’ke MocJie TOro, KaK Thl X yAalulib. Thl HE 3HACIIb, KTO COXPaHUJI 3Ty HHPOpPMAIHIO, Momnaia
JU OHa B TMOMCKOBBIE CHUCTEMbl M COXpAaHMJIACh JIM OHA, a IJIaBHOE: YTO MOAyMarT o Tebe
OKpYXKalolllee JIFOU, KOTOPbIe HAMAYT W yBUAAT 3To. HaliTh mHGOpMAaMio MHOTO JIET CITyCTS
CMOKET JIF000H — KaK U3 JOOPhIX NOOYXKACHUI, TaK U ¢ HAMEPEHHUEM IPUYUHUTH BPEI. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aITUTE IUGPOBOI peITyTaIuu:

1. Tlomymaii, mpexe 4eM 4YTo-TO IyOJIMKOBATh W TepenaBaTh y ce0s B Ojore Wid B
COIIMAIBLHOM CETH;

2. B nacTpoiikax npoduis yCTAHOBH OI'PAaHUYEHUS HA POCMOTP TBOETO PO U ero
COJICP’)KUMOTO, CIIENail €ro TOJIBKO «IUIS IpY3eh»;

3. He pa3memaii 1 He yka3bIBail HHPOPMAIMIO, KOTOpPask MOXKET KOTO-TH00 OCKOPOIATH
HJIM OOHKATh.

Aemopckoe npago

COBpeMeHHHC IMKOJBbHHUKHW— aKTHUBHBIC I1OJIb30BATCIIN I_[I/I(l)pOBOFO MMpOCTPAHCTBA. OI[HaI(O
JaJICKO HC BCC 3HAKOT, YTO IMOJB30BaAHHC MHOI'MMHW BO3MOXXHOCTIMH I_II/I(i)pOBOFO MHpa Tpe6yeT
CO6J'IIO,Z[6HI/I$I IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCT.

TepMuH «uHTEIUIEKTyalnbHass COOCTBEHHOCTbY» OTHOCHTCS K Ppa3jIMYHBIM TBOPEHHSIM
YeJIOBEUECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHUl U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha TPOAYKTHI M YCIYyrH , M 3aKaHUMBasg KHUTamH, (oTtorpadusmu, KHHOPWIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE IIpaBa — 3TO MPaBa Ha HHTEIICKTYAJbHYIO COOCTBEHHOCTh Ha MIPOU3BEICHUS
HayKH, JINTEpaTypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BHICTYIAIOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUN TPYZ aBTOpa HE OyIeT HampacHBIM, JACT €My CIIpaBeIIMBBIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylbTaTaxX CBOEro TPyZAa, MOJYYUTh U3BECTHOCTh U NMPU3HAHHUE.
Huxkro Ge3 paspemnieHust aBTopa He MOXET BOCIIPOU3BOIUTD €ro MPOU3BENICHHE, PACIPOCTPAHSTS,
nyOJIMYHO JEMOHCTPHUPOBATh, IPOJAaBaTh, HMMIOPTHPOBATH, IyCKaTh B TPOKAT, ITyOJIHMYHO
UCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3memaTs B IHTepHeTe.

Hcnonb3oBaHue «IMPaTCKOr0» MPOrpaMMHOIO 00ECIIEYeHHsI MOKET IIPUBECTU K MHOTUM
pUCKaM: OT NHOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKM TBOETO YCTPOMCTBa, I
YCTaHOBJICHHBIM HE JerajpHas nporpamma. He crout Ttaxke 3a0blBaTh, YTO CYILECTBYET
JerajgbpHble U OecIIaTHbIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopmane

CereBUYOK.p) — TBOM TJaBHBI COBETYMK B CETU. 3/1€Ch Thl MOXENIb Y3HATh O
0€30MacCHOCTH B CETU TOHSITHBIM W JIOCTYITHBIM SI3BIKOM, a MPU BO3HUKHOBEHUH KPUTHYECKOM
CUTyallMi OOpaTUTHCSA 3a COBETOM. A TakXKe MPHUHATh y4acTHE B KOHKYpPCaX U CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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